All-in-One

Cynet provides a natively unified platform for detection,
prevention, correlation, investigation and response across
endpoints, mobile devices, users, networks, SaaS and cloud
applications.

The platform delivers comprehensive and efficient protection
for IT security teams with limited resources to provide superior
protection within budget.

Cynet natively provides the essential security technologies you
need to protect your organization in one automated, simplified
platform that delivers enterprise-grade protections with less
manual effort and lower cost. And it's backed by a team of
security experts 24/7.

Tha capabilities included in Cynet's platform work together to
deliver the best protection possible across your expanding
attack surface.

What does Cynet All-in-One natively provide?
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Cynet automatically identifies, prioritizes, and fixes security
risks across all your SaaS and Cloud applications.
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Endpaint Protection

We protect your emaill

Cynet monitors your email for malicious attachments and
links and can block risky senders and domains to minimize the
risk of this attack entry point with

Email Security.

User Network & Deception
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We protect your
third party systems

Cynet can detect and respond threats across third party
integrations such as Active Directory, Firewalls and SaaS/
Cloud apps.




24x7 Security Operations Center

Get a team of world-class cybersecurity experts working around the clock to keep you safe
by monitoring your environment and immediately addressing threats.

Log Management and XDR

Collect high priority log data to quickly and accurately
uncover threats lurking across your environment.

End-to-End Automation

Cynet can automatically investigate and remediate

all attack components across your environment using best-
practice incident response workflows with advanced
response automation technology.
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Cynet's 2024 ATT&CK evaluation results are
exceptional by any measure. Using no Configuration

®
[ Palo Alto Networks

[ TrendMicro T

®

Changes, Cynet achieved 100% Detection Visibility, (s

100% Technique-Level Coverage, 100% Protection and RIZZEETN (yberesson }-+
100% Prevention. Our results demonstrate the sentinaions |
unmatched effectiveness of the Cynet All-in-One T (Qualys | BT

platform for protecting your organization with an lB‘tdefe”d'er>

effective, yet highly intuitive, cost-effective solution.

Visibility —>




Cynet packages
Cynet All-in-One

Full enterprise-grade security platform with 16 critical protection technologies, including response automation,
cloud protection, centralized log management, and 24x7 MDR support.

Cynet All-in-One delivers all the breach protection technologies used by the largest global enterprises in a single,
native, unified platform out-of-the-box. Get visibility and protection across endpoints, nhetworks, users, email, mobile,
cloud and SaaS apps along with deception technology for an

additional layer of protection. All-in-One also includes response automation, centralized log management and a 24x7
MDR service. Cynet All-in-One is the most comprehensive cybersecurity solution available today.

Cynet Elite

Industry-leading XDR platform for robust environment protection backed by 24x7 MDR support.

Cynet Elite protects your environment with the industry-leading protection platform that monitors and synthesizes
activities across endpoints, hetworks, users and decoy beacons to provide unparalleled threat detection and
response across your entire environment from a single pane of glass. The accompanying CyOps 24/7 MDR support
gives you peace of mind that your environment is always being monitored by a seasoned team of cybersecurity
professionals.

Elite All-in-One
Platform
Sites, Groups, Policy & Audit Management v v
Users, Roles, MFA & SSO Management v v
License & Usage Management v v/
Dashboard & Reports v v
APl, RMM & PSA Integrations v v
Endpoint Protection Platform (EPP)
MITRE ATT@CK Integration v Vv
NextGen Antivirus v/ v/
Threat Intelligence, Ransomware & Malware Protection v Vv
Exploit & Critical OS Components Protection v/ v/
Credential, Files & Documents Protection Vv v
Device Control v/ v/
End User Controls & Dashboard v v
Endpoint Security Posture Management (ESPM)
Endpoint Misconfiguration Detection & Remediation — v/
Detect Vulnerable Apps Across Endpoints (CVE) — v/



Elite All-in-One

Endpoint Detection and Response (EDR)

Windows Event Visibility v/ v
Network, File & Process Event Visibility v v
Application & Endpoint Visibility v v
Threat Hunting v/ v
Forensic & Automated Investigations v v
Custom Detection Policies v v
Send To Sandbox v v
Automated Investigation & Remediation v/ v
Secure Remote Shell v v
Endpoint Security Posture Management (ESPM)
Device, Network, Apps & Phishing Threat Detection + v/
On-Device Remediation + v/
Mobile App Risk Detection & Mitigation + v/
I0S, Android & Chrome OS Devices + v/
Network Detection and Response (NDR)
Network Scan Detection v v
Network Poisoning Detection v v
Tunnel Exfiltration Detection v v
Domain Filtering + v/
External Attack Surface Management / Port Scan + v/
User Behavior Analytics (UBA)
User Activity Visibility v v
Lateral Movement Detection v v
Deceptive Users v v
Deception
Deceptive Endpoints & Servers v/ v
Deceptive Files & Documents v/ v

Deceptive Users v/ v



Elite All-in-One

Email Security

Integration With Office 365 — v
Phishing & Malware Email Detection & Remediation — v
Unauthorized Senders Management — v
Safe URLs — v
SaaS & Cloud Security Posture Management (SSPM & CSPM)
Security Misconfiguration Detection & Remediation + Vv'*
Compliance Management + v/
Notifications & Reports + v/
Cloud Users & Resource Inventory + v/
Centralized Log Management (CLM) and Open XDR
Native & 3rd Party Forensic Data HOT Retention + V*
Native & 3rd Party Forensic Data COLD Retention -+ +
Forensic Investigations Across Data Sources + v/
Correlated Alerts Across Data Sources (XDR) + v/
Security Orchestration, Automation and Response (SOAR)
Automated Response Actions & Playbooks v v
Customized Playbooks Vv* v
API & 3rd Party Integrations + V¥
Services
Enterprise Support v/ v/
CyOps 24/7 MDR including sending files to analyst v/ v/
Onboarding & Installation v v
CyOps Platinum Care MDR Services + +
CyOps Platinum Care MDR Services for MSPs + +
CyOps Platinum Monthly Threat Intel Report + v
CyOps Platinum Credentials Theft Monitoring + +
Ransomware Warranty + v/




