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The risk is real and starting to be addressed
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OT/loT cyber Operational
<%= government

incidents are {c:n} impacts are

common real = regulation

85% of OT asset operators 60% of the OT/ICS Regulations are starting
reported at least one incidents resulted in to include punitive
adverse cyber incident in operational disruption remedies, including legal
the past 12 months that and financial penalties
significantly impacted

operations

o CISOs now own
U OT/loT risk

=

Now CISOs must ramp
understanding of SCADA,
DCS, and other OT/loT
systems
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Cyber incidents are impacting OT/loT operations

Global Survey Results

Survey of 310 cybersecurity leaders

85%

cybersecurity leaders from five major
countries report at least one cyber incident
that impacted their OT environment this year

Have you experienced an adverse cyber
incident in your OT environment this year that
significantly impacted operations? (n=310)
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Source: ABI Research, commissioned global study to be published in early 2025.
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The OT/loT Cyber Questions Being Asked

What the Board of Directors Ask

. Give me context — how much OT/IoT risk do we have today?
. How dowe compare with our peers in our industry? Benchmarks?
«  Where we are green, amber or red in our OT/IoT cyber framework? Scorecards?

What the CIO Asks

« How do we develop and implement an OT/IoT cyber program to reduce risk? Where to start? Who can help?
« lam not close enough to OT or |oT — how can | be confident in managing this complexity?

« Howdo |l comply with current regulations and reporting?

« Canlleverage the cyber investments I've already made?

What the Plant Manager / GM of Operations Asks

« How will OT/IoT cybersecurity — both the people and the equipment — impact my operational requirements for productivity,
safety and efficiency?

. Howdo | know your people won't break something critical?

. How can | build and maintain a good relationship with HQ?

© 2025 Nozomi Networks Inc. | All rights reserved. | nozominetworks.com 4



Innovative Uses of Al/LLMs in Malware

Adversaries are moving to embedding LLMs directly into malware logic

¢ PromptLock ¢ LameHug
Al-Powered Ransomware Al-Powered Malware
« Research/prototype project . Real-world attack
. Uses alocally hosted LLM . Uses external LLM API
. Generates scripts for filesystem . Generate commands for system info
reconnaissance, data exfiltration, file collection, recursive search of user directories,
encryption, potential data destruction. data exfiltration via HTTP POST / SFTP.
Source: https://www.welivesecurity.com/en/ransomware/first- Source: https://cert.gov.ua/article/6284730

known-ai-powered-ransomware-uncovered-eset-research/

Behavior adapts to the environment, making detection harder.
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OT/loT Security Can't Ignore Al-based Attacks

Large language models (LLMs) enabled attack techniques currently seen in the wild:

. Reconnaissance . Anomaly detection evasion
. Scripting techniques . Security feature bypass

. Malware development . Backdoor deployment

. Social engineering . Automated collection

. Vulnerabillity research . Data manipulation

. Payload crafting . Deepfake for Impersonation

Source: github.com/cybershujin/Threat-Actors-use-of-Artifical-Intelligence
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Nozomi Vantage IQ

&

Nozomi Vantage IQ is an Al engine that
automates tedious tasks of reviewing, correlating
and prioritizing tasks to provide meaningful
infrastructure insights, effectively extending the
Impact of the cybersecurity team.

Vantage IQ insights are adaptable and available
across the vantage GUI and can also provide
complex answers in human language, as well as
recommendations on threat remediation.

%) Q,

An add-on to Vantage that
uses Al to replicate learned experiences
of seasoned security analysts over

extremely large cloud-scaled networks
at a fraction of the time and cost.

ool @@

=& &
Real-time, adaptable insights | Prioritized actions Human language to Recommendations to
to increase focus, reduce to help prioritize deliver better results help streamline
administrative overhead and remediation efforts | easier and faster forensics, tuning and

close security gaps

security enhancements
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Features
IQ Assistant

. Meaningful and accurate Good day Gabe, what can | assist with?

answers to complex

uestions made in Ask anything : : : :
ﬂuman language using o Is my system compliant with the NIS2 directive?
N OZO m i ’S OW n L L M ] Al responses may contain errors, Data is processed externally outside Vantage infrastructure. Always verify important information.

. We go way beyond query

C reatl on an d d el Iver . Compliance Score: Partial Compliance (60-70%)
context-aware, intelligent

To achieve full NIS2 compliance, you'll need to address the®pen vulnerabilities, enhance your incident response capabilities, and
resu ItS implement more robust risk management processes.

Would you like me to help you develop a detailed roadmap for improving your NIS2 compliance?

O
G
2

It takes Vantage 1Q less than a minute to deliver these results!
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Features

Prioritized actions

« Enhances problem identification
and supports corrective measures
by enhancing operational
effectiveness and redirecting the
attention to the most important
tasks.

Data Eng
Assistant  Insights  Time Series
Vantage IQ 9
Scope: <no filter> X v Category: <no filter> o Severity: <no filter> o Live @ (8]

Mitigate critical security threats [[IEL}

Detected multiple security threats in your infrastructure that need urgent attention to prevent potential damage or unauthorized access (e.g. Crypto mining demains - MINER, Generic - TROJAN and Trajan)
Please take action to address these issues promptly to ensure network safety and prevent any negative consequences.

Asset inventory

Identified several Assets in your infrastructure that have reached end of support status (e.g. SIMATIC $7-300 CPU 314C-2 DP and NZM_PXC4_ET6). These Assets no longer receive security patches, exposing
them to potential exploitation.

Investigate and mitigate high-risk Assets

Security enhancement

Detected several Assets with high risk scores (e.g. userl-desktop, SIMATIC $7-1500 CPU 1511-1 PN and 140CPUG5150 Modicon Quantum Processor), indicating significant exposure or Vulnerability based on their

configuration, behavior, or known issues.
Secure internet-exposed vulnerable Assets [RIEAECTCEE Lot s glac el e
Detected 12 Assets in your infrastructure that are communicating with the internet and have confin e Vi

[ security enhancement |

Detected 28 Assets running end-of-life software software with confirmed high-risk Vulnerabilities that will not receive security patches.

Security enhancement

Receiving a dualuse ip (new node) Alert for the threat named Tor Guard Nodes is an unusual event within your network.

Suppress low risk Alerts

Your network is experiencing a high volume of law-risk Packet rule match generated by Node NUC.

Throttle abnormal request spikes Security enhancement

Node MACBOOKPRO-68C7 on Sensor ch-lab-sg-vantage-injector-lintra.nozominetworks.com is exhibiting abnormal behavior by generating a high volume of TCP requests directed towards other network
elements, such as api.gi

mwewess Prioritized, actionable items

Detected several Assetg

PAGS0EDF). These Assets may soon
stop receiving support,

Tune Sensor to avoid Alert overload

It may be wise to review the canfiguration of Sensor ch-lab-sg-vantage-injector-l.intra.nozominetworks.com to avoid overloading your network with low-risk Alerts,
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Stories from the
field

How a synthetic assistant enhances data
analysis




Unexpected communication towards China

Deep Dive: Communications to China
Based on my comprehensive analysis horo's what | found regara ) COrmmu
Hosts Involved

You have 3 hosts communicating 1 hine scross S separate connections
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NIS2 Compliance - Where Do We Stand?

|l GOVERNAMNCE & POLITICHE (NISZ Art. 20-21)

Gap ldentificatiz

Cap Severita Drettagli Impatto MISZ
Ascot imventory incomplete C. 15 asset |9%] senza vendanproduct info Manca inventana campleto richiesta
ritica
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Incomplete :
Raccomandazioni:
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[EJ SECURITY TECNICA & CONTROLLI [NIS2 Art. 22)

21 Gestione delle Vulnerabilita

Gap Identificati:
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‘Wulnerabilith critica 0 OVE EPSE = 0.5 rilevvat] B conforme Bassa
End-of-support firmware B discositi 57300 .Ncnmnlnfrnocrr.l::
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Supply chain vulnerabilities Mon monitooata 3 Asmente Al
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1. Windows 05 Updates |Risk Reduction 160 punti [ 5.2%)

= Upgrade Windows 7 =+ Winoows 11 per 10 asset
= Statoc WRGENTE - Windaws 7 non & suppartato

Z. Software Updates |Hisk feduction: 194 punti [ 505%]

= Upgrade Intemet Explones + Edge par S asset
= Stabo WRGENTE - |E & deprecato

I, Firmware Updates Siemens [Rok Roduction: 51 punt /1.08%)

= Update 57-300 firmware w5300 — 3018 per 3 device
= Updabe 573152 firmware viL.21 + vE 317 per 2 device
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L) CONTINUITA OPERATIVA & DISASTER RECOVERY (NES2 Art. 24)
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Attack simulation
Sticking all together

Complete Attack Flow Diagram
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Mitigation Recommendations

Immediate (Next 24 Hours)
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nozominetworks.com

Thank You

Nozomi Networks accelerates digital transformation by protecting
the world'’s critical infrastructure, industrial and government
organizations from cyber threats. Our solution delivers exceptional
network and asset visibility, threat detection, and insights for OT
and loT environments. Customers rely on us to minimize risk and

complexity while maximizing operational resilience.
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