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The risk is real and starting to be addressed
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Regulations are starting 

to include punitive 

remedies, including legal 

and financial penalties

Increased 
government 
regulation

Now CISOs must ramp 

understanding of SCADA, 

DCS, and other OT/IoT 

systems

CISOs now own 
OT/IoT risk

60% of the OT/ICS 

incidents resulted in 

operational disruption

Operational 
impacts are 
real

85% of OT asset operators 

reported at least one 

adverse cyber incident in 

the past 12 months that 

significantly impacted 

operations

OT/IoT cyber 
incidents are 
common
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Cyber incidents are impacting OT/IoT operations

Have you experienced an adverse cyber 

incident in your OT environment this year that 

significantly impacted operations? (n=310)
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None At least one 2-5 6 or more

Source: ABI Research, commissioned global study to be published in early 2025.

cybersecurity leaders from five major 

countries report at least one cyber incident 

that impacted their OT environment this year

85%

Global Survey Results
Survey of 310 cybersecurity leaders 
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The OT/IoT Cyber Questions Being Asked 

What the Board of Directors Ask
• Give me context – how much OT/IoT risk do we have today? 

• How do we compare with our peers in our industry? Benchmarks?

• Where we are green, amber or red in our OT/IoT cyber framework? Scorecards?

What the CIO Asks 
• How do we develop and implement an OT/IoT cyber program to reduce risk? Where to start? Who can help?

• I am not close enough to OT or IoT – how can I be confident in managing this complexity?

• How do I comply with current regulations and reporting?

• Can I leverage the cyber investments I’ve already made?

What the Plant Manager / GM of Operations Asks
• How will OT/IoT cybersecurity – both the people and the equipment – impact my operational requirements for productivity, 

safety and efficiency?

• How do I know your people won’t break something critical? 

• How can I build and maintain a good relationship with HQ?
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Adversaries are moving to embedding LLMs directly into malware logic

Innovative Uses of AI/LLMs in Malware

PromptLock

AI -Powered Ransomware

• Research/prototype project

• Uses a locally hosted LLM 

• Generates scripts for filesystem 
reconnaissance, data exfiltration, file 
encryption, potential data destruction.

Source: https://www.welivesecurity.com/en/ransomware/first -
known -ai -powered -ransomware -uncovered -eset -research/  

LameHug

AI -Powered Malware

• Real -world attack

• Uses external LLM API

• Generate commands for system info 
collection, recursive search of user directories, 
data exfiltration via HTTP POST / SFTP.

Source: https://cert.gov.ua/article/6284730  
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Behavior adapts to the environment, making detection harder.
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OT/IoT Security Can’t Ignore AI -based Attacks

• Reconnaissance

• Scripting techniques

• Malware development

• Social engineering

• Vulnerability research

• Payload crafting

• Anomaly detection evasion

• Security feature bypass

• Backdoor deployment

• Automated collection

• Data manipulation

• Deepfake for Impersonation

Large language models (LLMs) enabled attack techniques c urrently seen in the wild:
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Source: github.com /cybershujin/Threat -Actors -use -of -Artifical -Intelligence  
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Nozomi Vantage IQ
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Nozomi Vantage IQ  is an AI engine that 
automates tedious tasks of reviewing, correlating 
and prioritizing tasks to provide meaningful 
infrastructure insights, effectively extending the 
impact of the cybersecurity team.

Vantage IQ insights are adaptable and available 
across the vantage GUI and can also provide 
complex answers in human language, as well as 
recommendations on threat remediation.

What is it?  An add -on to Vantage that 
uses AI to replicate learned experiences 
of seasoned security analysts over 
extremely large cloud -scaled networks 
at a fraction of the time and cost.

Recommendations to 
help streamline 
forensics, tuning and 
security enhancements

Prioritized actions  
to help prioritize 
remediation efforts

Real -time, adaptable insights 
to increase focus, reduce 
administrative overhead and 
close security gaps

Human language to 
deliver better results 
easier and faster

NEW!
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IQ Assistant

Features

• Meaningful and accurate 
answers to complex 
questions made in 
human language using 
Nozomi’s own LLM.

• We go way beyond query 
creation and deliver 
context -aware, intelligent 
results.
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CONFIDENTIAL  – DO NOT DISTRIBUTE

Is my system compliant with the NIS2 directive?

It takes Vantage IQ less than a minute to deliver these results!
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Prioritized actions

Features

• Enhances problem identification 
and supports corrective measures 
by enhancing  operational 
effectiveness and redirecting the 
attention to the most important 
tasks.
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Prioritized, actionable items

Severity

Type



Stories from the 
field
How a synthetic assistant enhances data 
analysis
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Unexpected communication towards China
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NIS2 Compliance – Where Do We Stand?
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Sticking all together

Attack simulation

© 2025 Nozomi Networks Inc.  13



Nozomi Networks accelerates digital transformation by protecting 

the world’s critical infrastructure, industrial and government 

organizations from cyber threats. Our solution delivers exceptional 

network and asset visibility, threat detection, and insights for OT 

and IoT environments. Customers rely on us to minimize risk and 

complexity while maximizing operational resilience.

Thank You

nozominetworks.com
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