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Proofpoint ZenGuide

Simplify Behavior Change with
Automated Risk-Based Learning
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Solving the Complete Set of Needs in Human-centric &

Security
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What Challenges Do You Face Today?

Mitigating
Human Risk

90%

Of security incidents involve
the human element

Verizon 2024 DBIR

proofpoint.

Bypass Security
Knowingly

96%

Of workers who took risky
actions, did so despite
knowing the risks

Proofpoint 2024 State of the Phish
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Lack Dedicated
Resources

71%

Of organizations report a
critical lack of talent

ESG 2024 Report
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Evolving Your Program from Training to Behavior Change
and Human Risk Mitigation
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Security Awareness

Behavior Change &
Training

Human Risk Mitigation

W Broad training on all
topics

=  Targeted training
based on specific risks

— All engagement — Interventions

delivered in based on
employee behaviors

delivered on a regular
cadence

Simulated phishing to

valuating real*world
test behaviors

behaviors
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5 % How ZenGuide Helps Mitigate
T o  Risk and Build Sustained
%nuss®  Positive Behaviors
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Building Sustained Positive Behaviors
Starts with the

Detect

Detect human risk based on
threat context and
behavioral choices

Evaluate

Evaluate effectiveness and
refine strategy from
results perspective

proofpoint.
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Intervene

Automatically deliver relevant
content to inform

and qualify user risk

Change Behavior
Motivate behavior change
towards secure actions &
reinforce good choices

© 2024 Proofpoint Inc.
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Detect & Understand Who is Most At-Risk

Use People Risk Explorer to identify high-risk employees, (like Carol) based on
behavior, attack index, or privilege

TARGET GROUPS | © I £ Riskfordate: 4/9/2024 ()

ALL PEOPLE IMMINENT TARGETS MAJOR TARGETS LATENT TARGETS SOFT TARGETS VERY ATTACKED PEOPLE

New Caomers

19 o Imminent Target,

Peopls aka Riskiest User

Al People:

Department

Imminent Targets Carol Brown carol.brown@pf.. Purchasing Ma.. Supply Chain & ..

q9

Bristol Albert z6az6ookegbs0.. President And C.. Acme, Inc.

Zongyi Irwin  v4v2ubasvh8eh.. Sr Manager, Clie.. Administration

|dentify and engage high-risk individuals with Automated,
Risk-Based Learning
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Gain Insight into How to Better Engage, Educate, &

Guide Your People

Make education relevant by matching Carol Brown’s risk profile with a tailored educational experience

Carol Brown

Titls Purchasing Manager
Supply Chain & Operations

carol. brown@pfpt-demo.com
AD_1

201YBOk7s89QrQ@acme.com

Managers

proofpoint.

1. Education for purchasing role

Threats

Threat

Attacked Em.

ail

https://www.credphish.com./phishme.htm carol.brown@pfpt-demo.com

Campaign

"BRAINFOOD" | PDF ATTACHMENTS | "CLAIM ...

Data Exfiltration

Families

Credential Phishing

2. Targeted by & clicked on
credential phishing link

3. Shared confidential data with
unauthorized people

© 2024 Proofpoint Inc.
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Intervene, Engage & Motivate Carol with a Tailored
Learning Experience

2. Assess vulnerability to 2a. Teachable Moments to
1. Education based on credential phishing prevent repeated mistakes
Carol’s Risk Group & role

( 7 sseunty Education Plattorm
Pathways ~ Edit Pathway

At-Risk People Learning Path

DON'T
WORRY!

i B 6 e & @

3a. Engage & motivate 3b. Validate . .
“ with relevant Safe Data comprehension with
Handling content Adaptive Assessments

4. Continuously add activities to
reinforce learning
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Sustain Behavior Change with Content Based on our
Deep Understanding of Threats & Risks

51 0,000"' customers 1 50+ world’s largest ISPs and MNOs 87% F100 >60% F1000

45M+ M365/Google accounts

3.1T+ annual emails monitored for takeover Clobal threat research and L Al

. v data science teams IDS sensors domains monitored
. 26+ detection engines Deployed at key internet 157M+ social media
21T+annual URLs 46k+ cloud apps in catalog (static, ML, behavior, etc.) backbones accounts
800B+ annual attachments 2.9K+ cloud tenants Hriehd Ve EISE Ry JRGLE 1.3T annual SMS/MMS

threat actors malware samples

DATA PIPELINE (MULTI TRILLION DATA POINTS)

Assess vulnerability with threat Ensure employees receive g g
. : : Accurately quantify human risk
simulations based on attacks education based on the latest : i
) with attack context insights
from the wild real-world threats

prOOprint@ © 2024 Proofpoint Inc.



Confirm Behavior Change & Refine Your Strategy

Verify Positive Quantify Human
Behavior Change Risk Reduction

: Carol Brown
Repeat Behaviors

Confirm if Carol is Confirm that Carol has
proactivelv reporting lowered her vulnerable
proofpoint. SUSpiCiOUS email risk ©2024 Proofpoint Inc. 56
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Proofpoint Simplifies Behavior Change with Automated
Risk-Based Learning
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Gain a comprehensive
understanding of who
represents the most risk

@ Efficiently scale and
- %{> automate risk-based
_ learning

Motivate people, build

culture & sustain positive
behaviors with unique

learning paths

Measure real behavior
change & quantify
human risk reduction
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Drive Greater Human Risk Mitigation with ProofpointP1

Bundle
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Unlock Real Behavior Change and Add More Value

) J  Complete Visibility into

L g Human Risk

/2  Build a Risk-Driven
C‘\Loo Education Program

‘(@@ Simplify Behavior

@ Change with Automation

IW' Lower Admin Costs with

[lm  Streamlined Operations

proofpoint.
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Enrich People Risk Explorer to improve accuracy in identifying high-
risk employees and track real behavior change
Easily build targeted risk-based curriculums with TAP & People Risk
Explorer insights
Automate enrollment into unique learning paths based on risk
profiles e.g. VAPs, Top Clickers, Imminent Targets
Consolidate vendor tools simplifying the security architecture and
allowing admins to focus on more strategic initiatives

© 2024 Proofpoint Inc. 58



A Leader in Security Awareness & Human Risk

Reduction

CYBER
SECURITY

EXCELLENCE

AWARDS

proofpoint.
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FROST & SULLIVAN

BEST
PRACTICES

AWARD

2023 Frost & Sullivan | Company of the
Year Award | The North American
Security Awareness Training Industry
| Excellence in Best Practices.

40 /O fewer clicks on real-world malicious links in 6 mohnths

© 2024 Proofpoint Inc. 59
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ADVANCED THREAT INTELLIGENCE S 4’/‘,;
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Proofpoint Threat Intelligence leverages real-time insights to identify and mitigate risks as they T 0
@) O emerge. By continuously monitoring the global threat landscape and analyzing data from multiple 3'/;333 @Q’
sources across our detection stack, Proofpoint provides actionable intel that helps organizations stay

ahead of cyber threats

Better Together:
Threat-Led Awareness
Program Design

PEOPLE-CENTRIC SECURITY AWARENESS

Understanding that humans are often the centralized risk in cybersecurity, Proofpoint focuses on
enhancing security awareness among employees. This service includes tailored training programs
that address the specific roles and responsibilities of different employee groups, as well as the
changing threats they face on a regular basis, making the training more relevant and impactful

BEHAVIORAL ANALYTICS
Combine the best of threat intelligence and o) . , ) , ,

. . O Proofpoint integrates behavioral analytics to monitor and understand user behavior
human-centric secu rity awareness to & LB within the organization. This allows for the identification of risky behaviors and
provide a robust, comprehensive defense O O potentialinsider threats, enabling targeted interventions and continuous
against cyber threats. improvement of security protocols

REAL-TIME PHISHING PROTECTION

Phishing remains a significant threat to organizations. Proofpoint provides advanced phishing
protection by using machine learning and behavioral analysis to detect and educate end users

about threats they are likely to encounter. This ensures that employees are protected from both
known and emerging phishing techniques

Q ADVANCED MOBILE THREAT INTELLIGENCE
() (]

Proofpoint leverages real-time mobile SMS/MMS threat intelligence along with unwanted message reporting to
| identify risks as they emerge. Through its unparalleled visibility into the mobile threat landscape, Proofpoint

provides threat trends and actionable insights that help organizations stay ahead of threat actors in the growing
space of mobile messaging.
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